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Abstract

The CommonM essagd.ogging (CMLOG) systemis an
object-orientecand distributed systemthat not only allows
applicationsandsystemdo log data(messages)f ary type
into a centralizeddatabaseut also lets applicationsview
incomingmessages real-timeor retrieve storeddatafrom
thedatabasaccordingo selectiorrules. It consistf acon-
currentUnix senerthathandlesncomingloggingor search-
ing messages Motif browserthatcanview incomingmes-
sagesn real-timeor display storeddatain the databasea
client daemonthat buffers and sendslogging messageso
the sener, andlibrariesthat canbe usedby applicationsto
senddatato or retrieve datafrom the databaseia the sener.
This paperpresentghe designand implementationof the
CMLOG systemmeanwhileit will alsoaddresgheissueof
integrationof CMLOG into existing control systems.

1 Introduction

A typical distributedmessageeportingandlogging system
asillustratedin Figure 1 informs operatorswith messages
generateeitherfrom front endcomputersunningreal-time
kernelsor from applicationson Unix hosts,storesthe mes-
sagedo adatabaseandallows retrieval of messageaccord-
ing to selectionrules. In addition a logging client library
is providedfor applicationgo log messageto the database
throughthesener. Most messagéogging systemsurrently
available are influencedheavily by Unix standarderror re-
porting syntaxandareliterally focusedon stringmessages.
The logging messagei thesesystemsare usually in the
form of eitherapredefinedstructurewhich makesthewhole
systemlessadaptve to a new controlenvironment,or atext
string, which makessearchinghroughthe storagedatabase
lessefficient. To storemessagesomeof thesesystemaise
simpleASCII files makingfastsearchingalmostimpossible,
or usecommercialdatabasemakingthe whole systemless
portable.

In contrastthe CMLOG systempresentedhereusesog-
ging messagem the form of aflexible C++ dataobjectthat
holdsmultiple taggeddatavaluesof ary type. This type of
logging messageallows applicationsand systemgo log or
reportdataof ary type,andmalesthe CMLOG systemeas-
ierto integrateinto acontrolsystem Moreover, the CMLOG
systemutilizesawell known databasstructureto allow fast
searchingandemploys a three-tief1] network architecture
to improve the scalability
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Figurel: A typical distributedlogging system.

2 Design and Implementation of CMLOG System
2.1 Designand Analysis

In comparisonto a stand-aloneerror reportingsystemthat
writes error messageso local terminalsor file systemsof
a host, a distributed logging systempartitionsthe interac-
tive GUI browsers Joggingprocesseghesener, andpersis-
tentdatastorageamonga numberof otherwiseindependent
machinesn the network. At run-time, hostsrunningeither
real-timekernelsor Unix operatingsystemgOSs)sendlog-
ging message® the sener, while theinteractve GUIs send
requesimessage$o andreceve responsefrom the sener.
Althougha distributedlogging systemoffers betterscalabil-
ity andabetteroverview of asystemit is oftensignificantly
more difficult to design,implement,dehug, optimize, and
monitorthanastand-alonsystem.To handlethecompleity
of a distributedlogging system,mary topics(suchascon-
curreng, connectionmanagementmessagehrottling, and
resourcemanagemenon real-timesystemshave to be ad-
dressed. Object-orienteddesignand implementatiortech-
niquesoffer a variety of principles,methods andtools that
may help alleviate muchof the compleity relatedto devel-
opingandconfiguringadistributedloggingsystem.

2.1.1 LoggingMessagesndNetwork Protocol

Thetype of datausedto log messagess crucial to the flex-
ibility and performanceof a logging system. A logging
messageisuallyconsistof several predefinedieldssuchas
severity, status,username,hostname,and messagestring.
Using a C or C++ data structurewith several predefined
fields as a log messagegrevents usersfrom adding extra
fieldsthatmaybeimportantto differentcontrolsystemsOn
the otherhandconcatenatingll text stringsconvertedfrom
dataof differenttypesinto a largetext stringasalong mes-
sageindeedallows oneto log dataof arbitrarydatatypesbut



severely hamperghe operationsof insertionand searchof
message® andfrom the storagedatabasesinceonly string
comparisonganbe performed. In orderto let applications
or systemdog dataof ary type without sacrificingthe per
formanceamessagéasto sene asadynamicstructurethat
containsmultiple datafields, accessedy taggedvalues,of
differenttypesandsizes. The CMLOG systemthusselects
aC++ datatypecalledcdevData [2] thatwasdesignedo be
arepositoryfor dataof differenttypesandsizesasthe mes-
sagetype. The cdevData objectuseseitheranintegertagor
acharactestringtagto accessnternaldata. Thereis aone
to onecorrespondencbetweeninteger tagsandstring tags
soeithermay be usedto retrieve andinsertdata. Currently
the cdevData objectcanhold ary of typeinteger, pointerto
acharactestring,char short,ushort,uint, long, ulong,float,
double,or time_val structureandarraysof these.
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Figure2: lllustrationof cdevData andCLIP paclet.

A network protocolis a setof rulesthatdictatehow data
and control information is exchangedbetweencommuni-
cation entities. The network protocol of CMLOG defines
hov message®f type cdevData are transferredbetween
the sener andlogging clients, betweenthe sener and the
browsers, and how the logging clients and browsersfind
wherethe sener resides. The CLIP [3] protocolhasbeen
usedto transfercdevData betweenCDEV applicationsand
CDEV seners. Using the CLIP protocol provides an effi-
cientnetwork transferprotocolfor cdevData andmalesin-
tegrationof CMLOG systeminto the servicelayerof CDEV
systemmucheasier Figure2 illustratesthe organizationof
the cdevData objectandCLIP protocol.

2.1.2 LoggingClients

Loggingclientsin aloggingsystemareapplicationghatuse
anapplicationprograminterface(API) to sendmessageto

the sener via establishecconnections. Dependingon the
size of a control environment, there could be thousandof

theseapplicationsunningat the sametime. Unfortunately
notall operatingsystemsupportthousand®f network con-
nectionsat the sametime for a single network sener. The
CMLOG systemintroducesanotherlayer of software be-
tweenloggingclientsandthesener, calleda clientdaemon,
to reducethe numberof network connectionon the sener.

On a given hostthereis only oneclient daemorthat estab-
lishesnetwork connectionbetweenthe hostandthe sener

andsendsall messageto the sener collectedfrom all log-

ging clientsonthehost.

The logging clients and the client daemoncan run on
hostsrunningreal-timekernelsin additionto hostsrunning
differentflavorsof Unix operatingsystemsA real-timeker-
nel usuallyimposestighter memory constrains often pro-
vides no memory protectionamongkernel and usertasks,
and offers different schedulingpolicies and global address
spacefor kernelandtasks[4]. The logging client APIs and
the client daemonthushave to be threadsafeandconsume
little memory Additionally, the logging client API should
alsoprovide callableroutinesfor the InterruptServiceRou-
tines(ISRs)which arecommonin real-timesystems.

2.1.3 Browsers

Thebrowsersideof theloggingsystemusuallyconsistof a
GUl interfacethatallows operatordo monitorincominglog-
ging messagem real-timeandto retrieve messageom the
databaseA GUI interfaceof the CMLOG systemetsopera-
torsselectwhatandhow to displaythe datafieldsof logging
messagessinceit hasno knowledge aboutthe fields until
run-time. As a generalogging system CMLOG providesa
browserAPI to enableprogrammergo develop customized
displayapplications.Sincethe numberof browsersrunning
simultaneouslys muchsmallerthanthe numberof running
client applications prowsershave direct connectiongo the
sener.

2.1.4 StorageDatabase

Thedatabaseisedto storemessagén alogging systemhas
to bereliableandto allow fastinsertionandsearch.

2.1.5 Sener

The performanceand reliability of the network sener in a

logging systemis extremelyimportant. The sener receves

all loggingmessagefrom all connectedosts,writesthose
message$o a databaseandit hasto handlerequestdrom

browsersto searchthe database.lt is unacceptabléf ary

network requestgrom browsersor clientsareblocked for a

long time while the sener is waiting for disk I/O operations
or is handlingothernetwork requests.



It is often a challengeto designand implementa ro-
bustandhigh performancenetwork sener. However thein-
creasedvailability of adwancedOS mechanismgsuchas
multi-threading), coupledwith growing adoptionof C++
andobject-orientednethods providesbetterunderstanding
of the basic architecturalchoicesfor developing network
seners.

« Connectionlessr Connection-orientegrotocols:
Connectionless protocols (such as UDP, IP, CLNP)
provide anunreliable message-orienteskrvicewhere
eachmessagenay be routedindependently Thereis
no guaranteehat a particularmessagewill arrive at
its destination.In contrastconnection-orienteg@roto-
cols (suchas TCP) offer a reliable, sequencednon-
duplicateddata delivery servicefor applications. A
logging systemcannotafford to losemessagesentby
clientapplicationsor droprequestérom browsers.It is
thus obvious to chooseconnection-orientegrotocols
in thecaseof CMLOG. In particularthe CLIP protocol
is usedontop of TCP

« RPCor Lowerlevel IPC Mechanism:RPCis an at-
tractive level of abstractiorfor developingnetwork ap-
plications. They provide developerswith a program-
ming paradigmthatcloselyresembleshefamiliar pro-
cedurecalling conventionsusedn stand-alonapplica-
tions. Toimplementarobust, portableandhigh perfor
mancenetwork applicationsuchasthe CMLOG sys-
tem,however, it maybenecessarto accessower-level
IPC mechanismsuchassocletsor TLI. Lower-level
IPC mechanismgendto be more efficient than RPC
sincethey allow applicationsto omit someunneces-
saryfunctionalitiesandenabléfiner-grain control over
communicatiorbehaior.

« lterative vs. ConcurrentSeners: An iterative sener
handleseachclient requestin its entirely beforeser
vicing subsequentequests,which could be either
blocked or ignored. In addition, iterative senersmay
alsoprevent clients from making progresswhile they
are blocked awaiting their turn. Client-side block-
ing tendsto complicateretransmissiotimeoutcalcula-
tions. This, in turn, resultsin excessve network traffic
andmay produceduplicaterequestdeingreceved by
asener. A concurrentsener, onthe otherhand,han-
dlesmultiple requestdrom clients simultaneously It
is well-suitedfor I/O boundand/orlong-durationser
vicesthatrequireavariableamountof time to execute.
In ahighly concurrensystemsuchasCMLOG system,
thesener hasto handleloggingor searchingnessages
from clientsor browserssimultaneously The iterative
sener schemas thereforenot suitable.

In summary the CMLOG systemis a connectionori-
entedand low-level IPC baseddistributed logging system
with a concurrentnetwork sener that offers fast logging
andsearchingapabilities.Client applicationdog messages
througha clientdaemorto thesener. Browsersaredirectly
connectedo the sener to searchthe database Finally the

architecturaloverview of the CMLOG systemis presented
in Figure3.
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Figure3: Architecturalovervien of the CMLOG system.

2.2 Implementation

Developingadistributedsoftwaresystemis difficult sinceit
requiresdetailedknowledge of mary conceptssuchas (1)
network addressingindremotesener identification,(2) cre-
ation, synchronizationandcommunicatiormechanisméor
processesr threads(3) presentatiotayer conversiontech-
niques,and(4) taskschedulingn real-timesystems.Even
thoughmostoperatingsystemsoffer variousAPIs for net-
work IPC, usingthoseAPIs directly to implementthe CM-
LOG systemwould leadto thefollowing problems:

« Lackof Type-securityin mostUnix andreal-timesys-
temsasystencall APl identifiesparticularinstance®f
1/0 devices(suchasfiles andsoclets)usingacommon
namespaceonsistingof unsignednteger|/O descrip-
tors which are “weakly-typed” in the sensethat disk
file descriptorsaarenot syntacticallydifferentfrom net-
work connectiondescriptors. Therefore,it is easyto
usethewrong descriptordgn the wrong circumstances
by accident.

« Non-Portability: It is difficult to write portablecode
that use OS IPC mechanismsincethey aredifferent
amongdifferentoperatingsystemsespeciallyfor real-
time systems.This increaseshe compleity of devel-
opingandmaintainingapplicationsourcecode.

Due to the efficiency and availability of C++, it makes
senseto encapsulateéhe existing IPC and synchronization
mechanismsfor different operating systemswithin C++
classesand inheritancehierarchies. More explicitly, C++
classedandlingtask(thread)managemerdandsynchroniza-
tion mechanismdgor Unix and VxWorks have beendevel-
oped,somesmall portion of the C++ classedrom ACE [5]
have also beentestedon various platforms, including Vx-
Works. Developingthe CMLOG systembaseduponthese
C++ classeselpsimprove softwarequality andportability.



2.2.1 LoggingClient APlsandClientDaemon

The CMLOG client APIs are callableroutinesfor applica-
tions. At run-timea client usesUDP messageto find out
whethera client daemonis runningon thathost. If a client
daemonis indeedpresentihe logging client usesa pipe to
establisha communicationchannel. On Unix machinesif
thereis no clientdaemona client daemorwill be spavned.
Eachclientis assignediuniquelD of type unsignednteger
andhasa logging context which containsfields (username,
host, etc.) that do not change. The client daemonusesa
UDP broadcasto find aseneronthesubnet.Theconnected
daemorthenbuffers all messagefrom clientson the same
hostandsendanessage® thesener. A non-connectedae-
mon will periodicallytry to connectto the sener while it
writes all messageto the local console. Figure4 presents
anoverview of clientsandtheclientdaemorof theCMLOG
system.
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Figure4: Theloggingclientsandtheclientdaemon.

All client APIs arehandledby a single C++ classcalled
cmlogClient which hasthreebasicfunctions: (1) connect,
(2) postDataand(3) disconnect.Thefollowing aresample
C++ codefor Unix andVxWorks systemsausingCMLOG.

#include<stdio.h>
#include<cmlogClient.h>

extern“C” int clienttest(char* name);
#ifndef __vxworks

int main (int argc, char** amgv)

#else

int clienttest(char*name)

#endif

#ifndef __vxworks
cmlogClient*client= new cmlogClient(argv[1]);
#else
cmlogClient*client= cmlogClient::logClien{name);
#endif
if (client—connect() == CMLOG_SUCCESSY
cdevDatadata;
data.inser{“value”, 100);
data.inser“text”, “test1 2 3");
data.inser{“severity”, -1);
client—postDatgdata);
client—disconnect);

Several routinessimilar to corventional Unix printf for-
mat with relatedC callableroutinesare also available. In
addition,callableroutinesfor ISRsarealsoprovided.

2.2.2 BrowserAPIsandMotif browser

The CMLOG systemprovides a browser API that can be
usedto develop sophisticate@pplicationghat monitorlog-
ging message real-timeandretrieve message$rom the
sener. Applicationsusingthe API look for the sener by
UDP broadcastOncetheseneris found,a TCPdirectcon-
nectionis establishedThe API allows applicationgo regis-
tercallbackswith eachrequessothattheapplicationslonot
have to wait for therequestso comebackwhile processing
otherevents(suchasX events).

Additionally, the CMLOG systemprovidesa sampleim-
plementation,called cmlog, using Motif and the browvser
API. The cmlog hasthe capability to let operatorsselect
whatfields to display It alsolets operatorsadjustthe dis-
play width for eachfield atrun-time.

2.2.3 Sener

The sener in the CMLOG systemdeseres moreattention.
It is a concurrentsener that handleslogging and querying
messagefom clientsandbrowvserswhile writing andread-
ing datato andfrom a databaseln the domainof network
sener, thereis morethanoneway to achieve sener concur
reng.

« Multi-threadedimplementation: Multi-threading are
rapidly becoming available on most OS platforms
[6]. A threadis an independentseriesof instruc-
tions executedwithin a single processaddressspace.
This addressspacemay be sharedwith other exe-
cuting threads. Threadsare often characterizecas
“lightweight processes’sincethey maintainminimal
stateinformation, requirelessoverheadto createand
synchronizeandinter-communicatesia sharedmem-
ory ratherthanthroughIPC mechanismsln a multi-
processommachinea threadcan bind to a particular
processosothatparallelprocessings possible.Even
onauni-processomachineathreadblocked on a sys-
temcall will yield its cputime to otherthreadswhich
resultsin higher network throughputand better re-
sponsdime. However, not all operatingsystemssup-
port multi-threadingmechanisms.

« Multi-processimplementationin a Multi-processnet-
work sener, eachnetwork requests handledoy a Unix
processwhich is either forked on demandor is pre-
spavned into a poll at sener creationtime. Since
a processis a kernel-schedulecentity, the concur
reng is directly supportecby the OS throughround-
robin scheduling.However, Unix processearemuch
moreexpensve to createandinterprocesgommunica-
tionsaremorecomplicatedhancommunicatiormech-
anismsamongthreads.

« Single-threadimplementation: A concurrentsener
may also be designedto handlemultiple requestssi-



multaneouslywith a single-threadegrocess. Single
threadedconcurrentseners usually are implemented
by explicitly time-slicingtheirattentionto eachrequest
via techniquessuchas port demultipling (e.g. se-
lector poll) andnon-blockingl/O. In comparisorwith
multi-threaded/multi-processeners, single-threaded
concurreng senerscanstill be blockedif onerequest
requiresalong durationof service.

Network requestso thesener of the CMLOG systemare
eitherto log messagesr to query the database.The ser
vice durationsfor theserequestsangefrom very shortfor
logging a singlemessagéo very long for retrieving a large
numberof message the databaselt is thereforeunwise
to implementthe sener usinga single-threadedmplemen-
tation.

In orderto make the CMLOG systemportable thesener
is implementedusingeitherthe multi-thread(using Pthread
[7]) or multi-processmethoddependingon the availability
of Pthreadon a platform. A setof parameterg¢suchasde-
fault UDP port, numberof threadqprocessesp createand
sharedmemoryID) in a headeffile allows differentsitesto
configurethe sener. In addition, the sener readsa con-
figurationfile that containsmore parametersvhich canbe
fine tunedfor different ervironmentswithout recompiling
thecode.

Processes
DUP D g
{ | L
S I
; P
Client TCP [ A g g
-IC- Queue -
Browser TCP[ E % g
: L

Threads
Figure5: Run-timearchitectureof the sener.

Whenthesenerstartsup, it createseveralportsto handle
network requestsThefirst portis a UDP portwhichis well-
known to clients and browsers. The othersare TCP ports
assignedy the operatingsystemfor TCP connectiongrom
clientdaemonsndbrowsers.To find outwheretheseneris
onasubnetglientdaemonsndbrowvserssenda UDP broad-
castmessag¢o this UDP port. Whenthe sener recevesthe
UDP broadcasimessageijt sendsback information about
what TCP ports the client daemonand browvserscan use
to establishTCP connections.Next, the sener spavns the
numberof threads(processes¥pecifiedin the headerfile.
Thesethreadgprocessesitially areasleep Whenthereis
anetwork requestthe mastertthread(processwakesup one
thread(process}o procesghe request.Oncethe requests
servicedthethread(processjoeshackto sleep.Thisis very
similar to the MasterSlave (Boss-Wrker)[8] paradignthat
is popularin parallel computation. Figure 5 demonstrates
therun-timearchitectureof the sener.

2.2.4 Database

The databaseontainsmultiple Unix files that containtime
stampedoggingmessagesf cdevData in binaryform. Each
file is indexedby time andis organizedn a B+ treestructure.
A databasdile is closedanda new file is createdn atime
cycle specifiedn the sener configuratiorfile.

3 Integration of CMLOG into a Control System

The flexibility of cdevData and easycustomizationof the
senerenableaCMLOG systento beintegratedinto acon-
trol ervironmenteasily For example,onecankeepthe ex-
isting client logging API which thencallsthe client API of
the CMLOG system.On systemssuchasEPICS[9] which
allow errorhandlerso beinstalledto catcherrormessages,
a simpleroutineimplementedusing CMLOG will sendall
messageto thesener.

4 Concluding Remarks

The CMLOG systemis a new distributedandgeneralmes-
sagelogging systemthat enablesapplicationsor systemgo
log dataof ary type into a centralizeddatabase. It con-
sistsof a concurrentUnix senerimplementedn C++ using
multiple threadsor processesvhereapplicableto improve
network responsienessand concurreng, a client daemon
thatbuffers andsendsall logging messageen a hostto the
sener, a C++ client library thatis usedby applicationsto
log messagesanda C++ browserlibrary that supportscall-
back mechanismgo let browsershandleother eventsand
wait for responsefrom the sener atthe sametime. Further
more,the CMLOG systemofferstwo CDEV services.One
is cmlogService whichis the CDEV servicelayerfor thethe
clientlibrary. Anotheris cmlogQService whichis the CDEV
servicefor the browser library. Thesetwo servicesenable
CDEV applicationgo log to andretrieve messagefom the
senerin CDEV fashion.For exampleonecanlog messages
in aCDEV applicationin thefollowing way:

{

cdevDatadata;
data.inser{“severity”, 2);
data.inser“status”,-1);
data.inser{“text”, “Error happened”);
cdevRequestObjectdbj = 0;
obj = cdesRequestObject::attachPtr
(“cmlog”, “setmsg”);
if (obj)
obj—send(data,0);

}

The CMLOG systemcurrentlysenesasan error report-
ing systemfor the CDEV packageandasan error logging
systemin the control systemat JefersonLab. It hasbeen
testedon Hewlett-Packardmachinesrunning HPUX-9 and
HPUX-10,SunworkstationgunningSolaris2.5.xandIntel-
basedPCsrunningLinux 2.0.x. Theclientlibrary andclient
daemorhave alsobeentestecbonmv162,mv167,mv177and



mvme2604running VxWorks 5.2(3). The sener canhan-
dle up to 2000and200loggingmessageper secondrom a
Unix hostanda mv162machinerespectiely. It cansendup
to 1000messagepersecondo a browserfor asinglequery
requestFinally thesourcecodefor CMLOG is availablevia
anorymousftp from ftp.cebaf.gw in pub/cds.
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