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Abstract

The emegenceof high speedwvide areanetworks makesgrid computinga reality. However grid
applicationghatneedreliabledatatransferstill have difficultiesto achieve optimal TCP performance
dueto network tuning of TCP window size to improve the bandwidthandto reducelateny on a
high speedwide areanetwork. This paperpresents pure Jasa packagecalled JPARSS (Java Par
allel SecureStream)thatdivides datainto partitionsthat are sentover several parallel Java streams
simultaneouslyandallows Jasa or Web applicationsto achieve optimal TCP performancen a gird
ervironmentwithout the necessityof tuningthe TCP window size. Several experimentalresultsare
providedto shav thatusingparallelstreamis moreeffective thantuning TCP window size. In addi-
tion X.509 certificatebasedsingle sign-onmechanismand SSL basedconnectionestablishmenare
integratedinto this packageFinally afew applicationausingthis packagewill bediscussed.
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1 Introduction

With therapidgrowth of high performancaetworkingtechnologiesgrid computinghasbecomeeality
amongnationallaboratoriesand universities. Although grid computingapplicationsusually demand
high TCP[]] bandwidthin wide areanetworks, achiesing the optimal bandwidthin practicecanbe
difficult dueto lack of automaticnetwork tuning[d thatis usuallyrequiredto achiee betternetwork
performanceTo maximizeTCP performancethe sendeandthe recever of applicationsshouldadjust
send/receie buffer(window) sizesno lessthanthe capacityof the TCP pipe. This capacityusually
is the productof transmissiorrate androundtrip time (bandwidth-delayproduct). TCP performance
problemsarisewhenthe bandwidth-delayroductis large,wherehigh performanceavide areanetworks
aredeployedin grid computingenvironment,dueto default smallersend/receie buffer sizeson most
operatingsystems.

Until recentlygrid applicationshave hadto adjustTCP window sizesat both endsof communi-
cationpeersin orderto achieve optimal TCP performance . The adjustmenusuallyinvolveschanging
parametergor the TCP stackin the kernelby the systemadministrationor tuning buffer sizesin the
applicationsby settingsoclet options. This paperproposesan alternatie Java solutionthat lets appli-
cationsachiere optimal TCP bandwidthwithout tuning TCPwindow sizes.

Grid applicationsnot only requireefficient transferof a large amountof datain wide areanet-
works but alsodemandsecurityandauthenticatiorserviceghatenhancelataintegrity andenabledata
accesgontrol. In thepast,userauthenticatiomequiredusergo enterapassverd or pass-phrasw iden-
tify themselesto thesener. Thisis incorvenientto userswhoinitiate mary shortdurationconnections
to the sener. This paperdescribesa securitystructure thatis similar to securityarchitectureusedin
globus[3 toolkit, allowing applicationgto transferdataeitherin encryptedform or in plain text form.
In additionthe securitystructurelets usersauthenticat®nly onceto a sener (e.g. whenstartinga grid
application)andinitiate additionalconnectiondo the sener during a interval of time (singlesign-on)
without beingfurther promptedfor identification.

In recentyears Webtechnologiesdrivenby the hugeandrapidly growing electroniccommerce
industry, providedvaluablecomponent$o construcWebportals[4 allowing userso accesgrid seners
or serviceghroughWebbrowsers.SinceJava servlettechnologyis becomingthe overwhelmingchoice



for Web sener programmingand Java appletsarethe standardvay to deploy sophisticatediserinter-
facesthroughWeb browsers nonJava solutions[3[6] will bedifficult to usein Java/\Web applications.

Therehave beenafew standaloneapplicationsor libraries[3[6] thatmeetssome but notall, of
the abore requirements.Thipaperfocuseson a Java networking toolkit calledJFARSS (Java Par allel
SecureStream)thatenablegyrid Java/\Web applicationso handleencryptedor plain datatransferwith
optimalbandwidthandto accesslatawith properauthenticationn wide areanetworks.

2 JPARSS

2.1 TCP Bandwidth Performance

Applicationsusing JFARSS can achiere nearoptimal utilization of network bandwidthwithout the
necessityof tuning TCP window sizes. The ideais to divide datainto partitionsthat are sentover
the network throughseveral Java soclket streamsn parallel. This methodsometimess callednetwork

striping. Sincethedefaultsocletbuffer sizeis usuallymuchsmallerthanthebandwidth-delaproductin

agrid ervironment,applicationausinga singlesocletwill have sub-pamperformanceén TCPbandwidth
withouttuningthebuffer sizes.However, applicationsusingmultiple streams/soakscanovercomethe
limitationsimpactingsinglesocletimplementation.

JRARSSopengnultiple soclet streamdbetweerthesendeandthereceverfor applicationsThe
applicationdataarethenpartitionedinto sggments.The numberof sggmentsis equalto the numberof
streamsThesgmentsaresentthroughstreamsn parallelby differentthreadsandarethenreassembled
by therecever. Thefinal dataarepresentedo applicationsasif they weretransmittedhroughasingle
soclet. Figurel illustrateswhy sendingpartitioneddatathroughmultiple soclet streamscanachiese
nearoptimalbandwidth.In thefigurethe shadedareagepresensoclet buffer sizeandthe large empty
rectanglesepresent CP pipe capacity(bandwidth*delay).Applicationsusinga single soclet stream
will not fill the TCP pipe capacity meanwhileapplicationsusing either a single soclet streamwith
an optimal buffer size or multiple soclet streamscanfill the TCP pipe. Thereforeapplicationsusing
JRARSScanobtainnearoptimal TCP performanceavithout adjustingTCP window size.
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(a) Single socket stream with default buffer size. (b) Single socket stream with buffer size = capacit

(c) Multiple socket streams with default buffer size.

Figurel: Singleor multiple TCP soclet streamswith differentbuffer sizes.

Several experimentshave beenconductedbetweenlefersonLab in Newport News (Virginia)
and Florida InternationalUniversity in Miami (Florida). Both sitesare connectedo the Internetvia
OC12 connection. The link is not only limited by the 100 Mb/s Fast-Ethernetonnectionon host
machineg(Plll 700MHz), but also by numerousintermediatehops. Experimentalhostmachinesare
runningRedHatLinux 6.2 with kernel2.2.16andusingthe Java Virtual machineversionl.2. Figure
2 summarizeshe TCP bandwidthperformanceesultsfor variousconfigurationsalongwith the TCP
bandwidthresultsfrom Iperf[7] whichis a C utility usingone soclet stream. Specificallyfigure 2(A)
shavsthat TCP bandwidthincreasessthe numberof soclet streamsncrease$rom 1 to 16 with fixed
TCPwindow sizeandfixedsendbuffer sizeFigure2(B) highlightstheimprovementof TCPbandwidth
usingJAARSSoveratraditionalsinglesoclet streamC implementatiorwith varying TCPwindow sizes
andfixed TCPwindow sizes.Figure2(C)illustratesthetremendougffect on bandwidthusingmultiple



soclet streamswith variedsendbuffer sizesandfixed TCPwindow sizes.
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Figure2: TCPbandwidthresultsfor variousJFARSSconfigurations.

2.2 Security Architecture

The JFARSS packagecontainsa run-time option of securityfeaturesthat enablesa subject(a useror
a process}o be authenticatedby a JJARSS sener only onceduringa time interval usinga temporary
X.509certificatesignedby the subjectwhosepermanenX.509 maybeissuedby ary trustedcertificate
authority This securityfeatureallows the subjectto connecto a JJARSSsener securelyvia SSL[§ to
transporidataeitherin encryptedorm or in plain text form, andmapsthe subjectto alocal useronthe
sener hostsothataccountingor privilegedoperationcanbe carriedout.

A JFARSSapplicationfirst checkswhethera temporaryX.509 exists at anwell known location
on a hostwhenthe applicationstarts.If the certificateexistsandis valid, it will be usedto authenticate
the applicationto a potentialsener. Otherwisea new X.509 certificate, thatwill be valid for a short
periodof time (usually24 hours)andhasa non-encryptegbrivatekey, will be generatedsignedby the
users permanentertificateandstoredin thewell known location. Oncea JFARSS sener receivesthe
X.509 certificate,it will verify it and mapthe certificateonto a local useron the host. This scheme
allows single sign-on, protectsusercredentialdhecausef the shortlived certificate,enablesnterop-
erability with local securitysolutionsdueto mappingfrom a certificateto a local user and provides
interoperabilitywith securéVeb senersbecausef the standardf X.509.

2.3 Javalmplementation

Applicationsusing JFARSS needonly deal with three soclet classes: PClientSocket, PSocket and

PServer Socket. Thefirsttwo arederivedfrom Java.net.Socket andtheotheroneis derivedfrom Java.net. Server Socket.
The internal parallel streamscan be obtainedfrom getlnputSream or getOutputStream of the derived

soclet classes.All 1/0 operationsare handledasynchronouslyia threadsto improve I/O efficiency.

Client connectionsare establishedvithout callbacksfrom senersto clientsto avoid problemsintro-
ducedwhenclientsarebehindfirewalls.



2.4 Applications

Several applicationsusing JJARSS are implementedand deployed in the JefersonLab/MIT Lattice
QCD grid ervironment. Oneapplicationis a simplecommandine file transferutility thatimitatesscp
syntaxbut without requiringthe userto entera passverd eachtime. Anotherapplicationis anapplet
allowing theuserto transferdatafrom onesite to anotherthroughsimplemouseclicks.

3 Conclusions

This papempresents pureJava packagecalledJFARSS. It helpsgrid applicationgto achiese nearopti-
mal TCP bandwidthwithout tuning TCPwindow sizes providessimpleJava classessbuilding blocks
for rapiddevelopmentusingappletsor servletsandoffersa singlesign-onmechanismandsecurecon-
nectionbetweencommunicationpeers. Finally the sourcecodeand classesan be obtainedthrough
http://wwwijlab.org/hpc/softvare/jparss.targz
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