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Emergency Entry Switch Emergency Exit Switch 

Summary: 

The "signs to stop" referred to in this root cause included (a) status panel indicating Controlled Access, 

(b) the failure of the door to unlock upon scanning of 10 badge and (c) the potential hazards 

associated with significant standing water on the floor. One of these signs was ignored entirely (due 

to assumptions mentioned) and two of them were used to form incorrect conclusions about how to 

proceed (again due to assumptions and the stressed mental state of the TOC). Because of the context 

of the situation, several other causal factors were at least partially involved. From 0 232.2, these 

include: 

A1B2C01 Strong rule incorrectly chosen over other rules 

A1B2C03 Too much activity was occurring and error made in problem solving 

A1B2C04 Previous success in use of rule reinforced continued use of rule 

A1B2C05 Situation incorrectly identified or represented resulting in wrong rule used 

A1B3C01 Attention was given to wrong issues 

A3B3C05 Incorrect assumption that a correlation existed between two or more facts 

Recommended Corrective Actions: 

1. If emergency entry bypass switches for Hall B are retained (see subsequent sections), modify the 

switch configuration to reinforce the uniqueness of the configuration and restrictions on its use. 

Add an alarm function (in MCC) to warn operators of use (include "alarm will sound" on local 

signage). 

2. Review the combined use of CANS/PSS for access points to the accelerator. Given the expectation 

that CANS may periodically fail, investigate alternatives to bypass switches (i.e. use crash bars on 

exit doors as in most other locations). 

3. Conduct a broad review of safety familiarization training of all beam enclosure areas, focusing on 

actions expected of workers under emergency conditions. Ensure harmonization (all areas should 

identify common evacuation routes). Use consistent, effective means for training delivery. Self

guided tours are discouraged. 
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4. Hold briefings with all Hall staff (A, Band C) concerning the configuration and purpose of the Hall 

B emergency access switches to reinforce the restrictions on use of this bypass (emergency exit of 

counting house basement only). 

5. See corrective actions related to emergency response issues. 

Discussion: Root Cause (2), "Design/Engineering Problem; Design output scope less thon odequate" 

(A1B2C01) 

The PSS system failed to produce a safe state when the unauthorized access occurred. This occurred 

due to omission of logic that causes a fault state if the inner access door is opened during Controlled 

Access when no key exchange has occurred. Current logic prevents operation of the inner door mag

lock from the PSS control panel under this condition, but the addition of the mag-lock bypass switch 

overrides this control, creating a condition in which access can occur without a key exchange, and 

which does not create a fault. This allows for a condition in which the only safeguards against a beam

on exposure to persons inside the hall are administrative (PA announcements, claxon warning alarm). 

A complete analysis of the safety system failure is beyond the scope of this review. The mechanism 

for conducting this review is the Un reviewed Safety Issue (USI) process administered by the Safety 

Configuration Management Board (SCM B). However, the broader issue of the need for the access 

bypass, its justification, documentation supporting the justification, and the configuration of the 

system (interaction with PSS, alarms, signage, etc.) needs review. There does not appear to be any 

documentation to support the basis for the access bypass. 

Recommended Corrective Actions: 

1. SCMB conduct a USI investigation concerning the PSS error. 

2. Conduct a multidisciplinary review ofthe access bypass feature to determine need for 

(consideration of future configuration of Hall B should be included) and configuration of such a 

feature. The Emergency Management Team, SCMB and other stakeholders should either review 

the evaluation or participate in it, to validate underlying assumptions used to arrive at 

conclusions. 

Anolvsis of Contributing Factors/Latent Weaknesses 

Discussion: 

As with many undesirable events, underlying conditions are often among the most important, 

pervasive, and difficult to address. We have used the event causal analysis chart to identify what the 

Team believes are the most important issues. These conditions, left unaddressed, represent potential 

error precursors for future events. 

Important Contributing Factors 

1. Planning for weather (and other) emergencies 

2. Training 

3. Communications 
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1. Planning for weather (and other) emergencies 

Discussion: Several issues exist with regard to this factor. 

a) The formal plans and procedures that exist at the lab for dealing with weather emergencies do not 

address response to flooding. The Technical Basis Document (TBD) for the Emergency 

Management Plan lists flooding from an extreme rain event as "likely" in the threat matrix, with 

the impact of such an event being assigned a rating of "limited". The TBD is designed to evaluate 

and document the likelihood of triggering the declaration of an Operational Emergency as defined 

in DOE 0 151.1C, which defines the scope of the emergency management program. The risk 

matrix does not appear to have been fully exploited to prioritize development of formal response 

plans for likely emergency scenarios. Even though the impact of local flooding is unlikely to be 

severe enough to warrant declaring an Operational Emergency, the likelihood of occurrence 

should drive the development of formalized response plans. Since no specific plan for flood 

response exists, specific hazards unique to flooding (i.e. electrical) have not received adequate 

treatment in response planning. This may be the case for other scenarios in the threat matrix as 

well. 

b) National Weather Service warnings were available to the Lab through the iNWS system, but the 

Lab has not integrated these communications into our weather emergency systems. The iNWS 

system broadcasted a flash flood warning for Jefferson Lab approximately an hour before the 

flooding event. If these warnings had been received - and importantly - if the Lab had had an 

integrated plan for responding to such warnings, it is likely that protective measures (flood gates, 

sump pump configurations, etc.) could have been implemented, and the effects of the storm 

significantly reduced. 

c) The emergency management plan does not direct specific actions except in the event of the 

declaration of an Operational Emergency (OE). Since an OE requires immediate notification of 

DOE Headquarters, declaring such an event will only be done under "worst case" conditions in 

which the Lab has insufficient resources to manage the event on its own. Since the lab has a 

"Base Program", it does not use a categorization system (no events warranting an "Alert" status or 

higher are credible). In addition, the lab has not devised local categorization for emergencies that 

have a severity less than an OE. This leaves a very large spectrum of conditions and events that 

fall below the threshold of OE for which the Lab has no formalized management process to use in 

deSignating an event condition or response activities (an exception to this is hurricane 

preparedness condition classifications). Therefore, managing an unusual or off-normal event is 

made more difficult due to a lack of clear guidance. The existing Operations Department weather 

emergency procedure is not applicable to immediate events such as flood or tornado, and the 

existing tornado response procedure (EH&S Manual Ch 3510-T3) provides only immediate actions 

for general workers on how and where to seek shelter. These procedures do not appear to be 

linked to any coordinated system that defines criteria for declaring an event or managing the 

response (although the Operations procedure does define its own set of event classes, and could 

be used as a model or starting point for a more general protocol). 

d) Roles and responsibilities during off-normal events need to specific and clear. Because of the 

conditions noted above, when an event occurs for which a coordinated response would improve 

the outcome, such a response is difficult to mount because it is not clear who is in charge of what. 

There is no general process for establishing "incident command", and no general guidance for 



Investigation and Causal Analysis of Experimental Hall Unauthorized Access Event of 5/15/2012 

Applicable to Notable Event Report PHY-12-0515 Page 8 

those in charge. Most events have to be managed on a case basis, with few pre-defined or 

general protocols for first response. There are a few exceptions to this (e.g. fire response and 

hurricane preparedness) but otherwise, the people "on the ground" have to rely primarily on "on

the-fly" decision-making (sometimes local, sometimes from management via telephone). 

Responses to fires are a notable exception, since these events always result in the establishment 

of incident command and control if offsite fire response is called (in the time between discovery 

and arrival by offsite emergency responders, procedures define a designated individual as the 

Point of Contact for the event). However, there is no similar, formalized approach to deal with 

other events. The Operations procedure for weather emergencies (referenced above) is aimed at 

weather situations that allow time for preparation. However, it uses a hierarchical model that 

could be emulated in devising protocols for emergent/crisis conditions. As noted above, having a 

systematic protocol for handling emergencies is important for purposes of preventing errors and 

mishaps that are likely under such conditions. The lack of such a system leaves roles and 

responsibilities unclear. Even those who are in positions of some authority are unsure of the 

proper steps to follow (see Crew Chief comments in the Witness Accounts section of NER). In this 

particular event, use of an event response protocol could have created the additional control 

needed to prevent the unauthorized access (assuming such a protocol invokes more rigorous work 

authorization and communication requirements, and is incorporated into routine training and 

conduct of operations documentation for potentially affected areas). 

e) Off-normal response protocols need to be devised to intentionally restrict personnel actions in 

light of human factors. This event highlights the effect of stress on human behavior (other cases 

of human error during off-normal events have occurred recently). This stress should be 

anticipated and its effects controlled to the extent possible by the implementation of specific 

protocols to be used in unusual events. Procedures and processes should be intentionally 

designed to prevent poor decisions (including "heroic actions") made in the heat of the moment. 

In an emergency situation, the tendency for people to take matters into their own hands and to 

do things without thinking them through should be assumed to predominate. Again, protocols for 

responding to crisis or unusual scenarios should be developed with this in mind, with steps 

designed to help employees stop, think and review (and perhaps obtain permission or 

authorization) prior to commencing with a response activity. 

Significance to Event: 

The conditions described above contributed to an un-coordinated response to the flooding event 

and allowed missed opportunities to mitigate impact of the flooding. Clear plans and protocols 

reduce uncertainty and help limit human error. 

Recommended Corrective Actions: 

1. Conduct gap analysis of the EMP-TBD threat matrix to identify likely or significant event scenarios. 

Address all scenarios in a consolidated emergency management manual or guide that clearly 

delineates responsibilities during specific events. 

2. Devise a system of emergency event designations and create specific guidance with directions on 

how to declare and manage each type of event, including initial actions (i.e. restricting access to 

site, requiring check-in and pre-job briefs, etc.). 
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3. The protocols above should provide specific directives as to roles of authority in each situation 

(should consider location (accelerator site), staff available, etc.) - create communication 

requirements to ensure all affected people are aware of the event conditions, and establish basic 

first-response requirements to ensure protection of life and health until triage can occur - e.g. for 

flooding in hall or tunnel, establish "keep out" requirement until a first entry protocol is approved. 

Create flowcharts, protocols/checklists as necessary to address each scenario. 

4. Integrate iNWS notifications into emergency response process - establish specific actions to be 

conducted for a given warning (e.g. flash flood = install flood gates at halls). 

5. Train affected staff. Ensure flow-down of basic awareness. Conduct drills to reinforce expected 

actions. 

2. Training and awareness 

Discussion: Training needs enhancement (in addition to training items noted above). 

a) The EMP describes emergency training required for various groups and individuals at the lab. But 

most of this training is broad based and not specifically focused on emergency response. An 

assumption of the emergency response program (because it is a Base Program) is that training 

received by most staff on their regular job assignments is adequate for the level of emergencies 

that might be expected. However, staff who are responsible for complex technical systems and 

areas, such as an experimental hall, and might be expected to get off-hours calls to respond to 

unusual situations are candidates for additional emergency response training, which should 

include drills and practice for likely off-normal situations. 

b) Implementation of an event response protocol, such as discussed in the sections above, would 

naturally create the need for enhanced emergency response training. 

c) Included in the topic of training is the broader aspect of education of staff in topics such as 

systems operation and configuration and the interrelationship of systems from a given work area 

with other systems. One of the conditions identified in this analysis is that both the TOC and the 

experiment Liaison for Hall B had an inaccurate conceptual understanding of the operation of the 

floor drain sump system in the halls. In addition, the Liaison believed that compromising the 

Tagger dump with flood water could lead to a significant radiological event, in terms of negative 

public response to loss of containment of radioactivity from the dump (through the pathway of 

the floor drain sump), even though the radioactivity levels might be very small. The second entry 

of the TOC to the hall was made because ofthis concern. The actual impact of such an event 

would likely be insignificant, and the radioactivity release would be accounted for in existing 

waste water permits. Understanding these specific system interactions requires area/system 

familiarization and training. In this case, the specifics of how these systems might interact has not 

been formally documented or communicated to staff that might benefit from the knowledge. The 

impact of flooding on the dump itself is has not been considered a significant aspect of a flooding 

event, since the dump resides in the groundwater under the hall. However, documentation of this 

and other details ofthe dump configuration were not readily available during this review. 
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Significance to Event: 

Staff members with responsibilities to respond to this event had not been trained on or conducted 

practice exercises for such an event. Especially for human performance issues, practice is an 

important way to reinforce "forcing functions" which are designed to ensure consistent, appropriate 

response. 

Recommended Corrective Actions: 

1. Assess the adequacy of emergency training needed for staff and users who might be expected to 

respond during off-normal conditions. (This may be done through task/needs analysis focusing on 

emergency response job functions, looking for gaps between needed knowledge, skills and 

abilities (KSAs) and existing training objectives). 

Z. Identify appropriate persons to receive enhanced training, establish retraining requirements as 

appropriate. 

3. Obtain tagger dump design documents, evaluate and document impact of hall flooding on dump, 

train key Hall B, Radcon, FM and Accelerator staff (others?) on interrelation of tagger dump with 

sumps and impact of flooding) 

3. Communications 

Discussion: Verbal and written communications need improvement. 

a) The team noted several instances of unclear verbal and other communications during the event. 

Important specific items related to communications included the exaggerated information in the 

text page sent to the TOC regarding the depth of water in the hall. This condition (water depth in 

the hall) was significantly miss-communicated even much later in the event (when RadCon 

personnel arrived, they received a report that large volumes of water were flowing out of the 

Tagger dump pit into the hall). Another important interchange occurred when the TOC arrived 

and discussed the situation with the Run Coordinator and Hall Liaison. This conversation is 

noteworthy for what it did not include - it apparently lacked discussion of the Crew Chief's 

prohibition on access, the current status of the machine and PSS and potential hazards in the hall. 

These communications errors point to the need for more formalized protocols during emergency 

events, when accurate transmission of data is crucial. In addition, we considered written 

communications and documentation to be part of this aspect. As noted, a documented 

assessment of flooding of the Tagger Dump should be conducted. 

b) Additionally, we found no specific emergency response instructions in the standing procedures 

such as the COO and ESAD other than persons to contact in case of emergency. The COO refers 

the reader to the "Emergency Response Plan" for emergency information. But as mentioned the 

Emergency Management Plan does not give guidance for dealing with specific events. Cursory 

review of Hall C and A documents indicates similar coverage. The Team believes this is a subtle 

but important organizational weakness. Too many instructions defer entirely to the EMP or other 

high-level documentation under an apparent assumption that these program plans adequately 

address any issues that may apply to the topic. 
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c) Also, although not causal in nature, the Team found that configuration of the floor drain sump 

system is not well documented, and due to self-imposed limitations requires a good deal of 

resource-intensive oversight. The sump is managed jointly by FM&L and RadCon. Configuration 

of the pumps and restrictions on operation are well understood by the responsible staff, but the 

default operating mode (manual pump operation) carries some risk that off-hours flooding events 

can result in overflow conditions that would exacerbate the impact of a flood. The Team found 

that in this event, the sump pump configuration probably only marginally affected hall flooding. 

However, under different circumstances, having the pumps in automatic mode could improve the 

outcome of a flood event. Recent changes in permitting requirements allow for this change. Also, 

the sump alarm system is limited in its ability to provide notifications to key staff. Sump level data 

is not available, and only a few staff are notified of high level conditions. 

Significance to Event: 

Poor verbal communications added to stress levels for the TOC, and contributed to poor decision

making. Gaps in formal guidance exist due to weaknesses in written communications. Improved 

documentation would produce better references for training material. 

Recommended Corrective Actions: 

1. Emergency management protocols should stress the importance of clear communications. 

Response protocols implemented as discussed in previous sections should contain steps and 

guidance that are designed to ensure that information does not degrade during transmission. 

2. Some form of formalized pass-down or pre-job briefing should be considered for staff responding 

to emergencies to ensure they are apprised of important status information (integrated into plans 

described in sections regarding emergency planning). 

3. Documents such as COO, AOD, etc., should be harmonized with the recommended Emergency 

Manual. 

4. Floor drain sump system configuration should be documented. A sump level monitoring system 

should be installed that provides online status information, and the early warning system for 

potential high levels should be upgraded to make notifications more flexible and more widely 

available. 
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